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Figure 1

Social Radar (project of the US Department of Defense, US Air Force). Figure copyright © 2010 from
Maybury M. 2010. Cross-cultural decision making. In Social Radar for Smart Power, ed. D Schmorrow &
D Nicholson. Boca Raton, FL: CRC Press. Reproduced by permission of Taylor and Francis Group, LLC, a
division of Informa ple.

will identify individuals. ... Using sociometrics, it will pinpoint groups. [Sociometric datapoints
include] Facebook timelines, political polls, [and] spy drone feeds” (Shachtman 2012). As of 2012,
the Pentagon had invested over $125 million to “quantify, model—and, eventually, foresee—the
human, social, cultural, and behavioral dimensions of conflict” (Shachtman 2012).

Figure 1 provides a pictorial depiction of the comprehensive cybersurveillance anticipated
through the Social Radar system, which anticipated the full integration of drone footage, biomet-
ric data signatures, econometrics, and other intelligence sources to achieve higher-order cyber-
surveillance inferences.

Social Radar appears to trace its philosophical origins to TTA. The development of TTA after the
9/11 terrorist attacks was guided under the leadership of the newly created Information Awareness
Office within DARPA (Harris 2012, Murray 2010). Within this office, TIA was an effort led by
retired Navy Vice Admiral John M. Poindexter (Murray 2010), who served as a national security
advisor to President Reagan (Harris 2012). TTA was informed by a philosophy of “predictive
policing,” which “focuses not on collecting evidence about actual wrongdoing but on the broad
collection of information about everyday activities with the intention of detecting (and preventing)
future behavior” (Murray 2010, p. 5). Congress officially defunded TIA in late 2003 (Murray
2010, Slobogin 2008, USA Today2003). Experts have nonetheless noted that remnants of the TTA
program and its philosophy have persisted. Even prior to the 2013 disclosures by Edward Snowden,
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Figure 2

Total Information Awareness (TTA) (former project of the US Department of Defense, DARPA)
(TruthMove 2016).

experts had explored the possibility that the NSA had constructed a global surveillance apparatus
that shared TTA’s goals (Harris 2012, Murray 2010, Slobogin 2008). Specifically, in an interview,
computer scientist David J. Farber, often referred to as the Grandfather of the Internet, opined
that TIA had carried on within the NSA and that evidence of TIA’s quiet existence is visible in
the types of programs disclosed by Edward Snowden (Horgan 2013). Over the past decade, there
has been growing interest in surveillance systems (Slobogin 2014). This attention has revealed
various programs that appear to duplicate TTA’s ambitions of using bulk data and digital dossiers
to prevent future acts of crime and terrorism. Other programs have the goal of predicting “social
contagions” by collecting and analyzing social media and internet activity (Ahmed 2014).

Poindexter (2002) has explained that TTA was designed to “detect, classify, identify, and track
terrorists so that we may understand their plans and act to prevent them from being executed.” The
collect-it-all cybersurveillance effort was aimed beyond the intelligence community; as Poindexter
(2002) stated, “in the case of counter-terrorism, it is broader to include law enforcement, friendly
allies, outside experts, etc.” Figure 2 provides a graphic depiction of how TIA was intended to
operate.

As Figures 1 and 2 show, biometric data appear to be a data backbone that provides a source
for the evolution of multiple identity screening systems. This biometric backbone is analogous to
the manner in which social security and passport number systems form a numerical data backbone
for database screening. The cybersurveillance sweep of the data of entire populations and subpop-
ulations requires a method to isolate individuals within that population or subpopulation for more
isolated targeting and further investigation. Biometric data can serve this purpose, as demonstrated
by the portion of TIA’s Figure 2 referencing “authentication [of] biometric data.” Authentica-
tion of biometric data—specifically face, fingerprint, gait, and iris scans—suggests that identity
verification and identity determination can be executed through biometric database screening.
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