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Senators submitted a letter to Acting DHS Secretary, Elaine Duke, posing
fifteen questions, seeking additional information on program
implementation, and articulating constitutional and privacy concerns.'®

DHS, in defense of the legality and legitimacy of the September 2017
DHS Notice and the collection of social media data, explained:

This policy permits . . . USCIS[United States Citizenship
and Immigration Services] officers to access publicly
available social media as an aid in determining whether an
individual is eligible for an immigration benefit. The notice
does not authorize USCIS to search the Internet history of
these individuals. Furthermore, the notice does not
authorize USCIS to search the social media accounts of
naturalized citizens; rather, it simply restates USCIS’
authority to search publicly available social media
information of individuals applying for naturalization and
informs the public that this publicly available information
will be stored in the applicant’s alien file.'®

On September 24, 2017, President Trump published his third travel ban,
a Presidential Proclamation titled “Enhancing Vetting Capabilities and
Processes for Detecting Attempted Entry Into the United States by
Terrorists or Other Public-Safety Threats.”'®” The Proclamation emphasized
the need for increased screening and vetting processes, including the
collection of biometric and biographic data.'®® The Proclamation followed
DHS’s September 18, 2017, Federal Register publication of the “Notice of
Modified Privacy Act System of Records,”'® and the CBP’s September 21,
2017, “Notice of new Privacy Act System of Records.”"”® In October 2017,
DHS issued a press release announcing new investigative procedures for
refugees from eleven “high-risk” countries that included social media

ument?D=DHS-2017-0038-2960 {[https://perma.cc/CCN5-9FGB] [hereinafter Sellars] (discussing
overbroad nature of the Notice; concerns about using social media data in a discriminatory manner;
effectiveness of social media data collection (e.g., wasting time on fruitless searches, whether terrorists
will use hidden accounts, and accuracy of algorithms)); see also DHS’ PILOTS FOR SOCIAL MEDIA
SCREENING, supra note 109; SOCIAL MEDIA MONITORING REPORT, supra note 1,at6-7.

165. Sens. Bob Menendez (D-N.J.), Ed Markey (D-Mass.), Patty Murray (D-Wash.), Cory Booker
(D-N.I.), Kristen Gillibrand (D-N.Y.), Mazie Hirono (D-Haw.), Letter to Elaine Duke, Acting DHS
Secretary (Nov. 20, 2017), https://www.menendez.senate.gov/imo/media/doc/DHSWSocial—media-
immigration-screening-menendez.pdf [https://perma.cc/S8EYJ-DYTB].

166. Novak, supra note 27.

167. Proclamation No. 9645, 82 Fed. Reg. 45,161 (Sept. 27, 2017).

168. Id. at 45,170.

169. Privacy Act of 1974; System of Records, 82 Fed. Reg. 43,556 (Dep’t of Homeland Sec. Sept.
18,2017).

170. Privacy Act of 1974; DHS/CBP-024 Intelligence Records System (CIRS) System of Records,
82 Fed. Reg. 44,198 (Sept. 21, 2017).
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checks and an additional ninety-day review period.'”’ The enhanced vetting
procedures were issued in accordance with Section 6(a) of the second travel
ban, Executive Order 13,780."”” These changes were implemented in
January 2018.'7

On March 30, 2018, the Department of State published two notices in the
Federal Register that appear to build upon the social media intelligence
gathering efforts: a ‘“Notice of Proposed Information Collection:
Application for Immigrant Visa and Alien Registration,”'’* and a “Notice
of Proposed Information Collection: Application for Nonimmigrant
Visa.”'” The State Department, Consular Office, in its oversight of the visa
application process and in coordination with DHS, has increasingly
requested social media account information from visa applicants.
Individuals from certain states'’® or who have visited terrorist-controlled
areas'”’ are required to provide the State Department with all phone number,
email, and social media account history for the past five years.'” Vetting
procedures set forth by the State Department as described in the notices have
taken effect and include database screening through multiple intelligence
agencies, U.S. Department of Defense, and other law enforcement databases

171, Press Release: Improved Security Procedures for Refugees Entering the United States, DHS
(Oct. 24, 2017), https://www.dhs.gov/news/2017/ 10/24/improved-security-procedures-refugees-
entering-united-states [https://perma.cc/TPN2-9TQ3].

172, Id

173. Laura Koran & Tal Kopan, US Increases Vetting and Resumes Processing of Refugees from
"High-Risk’ Countries, CNN POLITICS (Jan. 29, 2018, 5:55 PM), https://www.cnn.com/2018/01/29/
politics/us-refugee-vetting-measures/index.html [https://perma.cc/DPC7-QJCG].

174.  60-Day Notice of Proposed Information Collection: Application for Immigrant Visa and
Alien Registration, 83 Fed. Reg. 13,806 (Dep’t of State Mar. 30, 2018).

175. Id. at 13,807.

176.  See Yeganeh Torbati, Mica Rosenberg & Arshad Mohammed, Exclusive: U.S. Embassies
Ordered to Identify Population Groups for Tougher Visa Screening, REUTERS (March 23, 2017, 5:06
AM), http://www.reuters.com/article/us-usaimmigration-visas-exclusive/exclusive-u-s-embassies-
ordered-to-identify-population-groups-for-tougher-visascreening-idUSKBN 16U 12X
[https://perma.cc/6KB8-RVSV]. But see, DEP’T OF HOMELAND SEC., CITIZENSHIP LIKELY AN
UNRELIABLE INDICATOR OF TERRORIST THREAT TO THE UNITED STATES (Feb. 24, 2017),
https://assets.documentcloud.org/documents/3474730/DHS-intelligence-document-on-President-
Donald.pdf [https://perma.cc/6MJ6-3VMS5] (draft report obtained by Associated Press); Vivian Salama,
AP Exclusive: DHS Report Disputes Threat from Banned Nations, AP (Feb. 24, 2017),
https://apnews.com/39f1 f8edceed4a30a4570f693291c866 [https:/perma.cc/9A4L-BST7).

177.  Applicants are asked to provide these details if the officer believes they have “been in an area
while the area was under the operational control of a terrorist organization.” 60-Day Notice of Proposed
Information Collection: Supplemental Questions for Visa Applicants, 82 Fed. Reg. 36,180, 36,181 (Aug.
3, 2017). As the ACLU has pointed out, however, there is no information on how an officer will
determine that it “appears™ that the applicant was in a region which was under the operational control of
a terrorist organization while the applicant was there. American Civil Liberties Union, Comment Letter
on Notice of Information Collection under OMB Review 3 (May 18, 2017),
https://www.aclu.org/other/aclu-commentsupplemental-questions-visa-applicants
[https://perma.cc/5TZ9-PLT6].

178. 82 Fed. Reg. at 36,181,
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at the federal and state level.'”

DHS explains that vetting uses both classified and unclassified databases
for biometric and biographic screening, providing corroboration that vetting
involves intelligence tools.”® For example, “refugees’ names and
biographical information [are checked] against CIA databases[,]”"®' and
multiple other databases'®” to automatically screen “cellphone numbers,
address books, social media postings, arrest reports and intelligence
assessments[.]”'*> DHS specifics that vetting of refugees includes “[a]
biometric record check of [the U.S.] Department of Defense (DOD)
holdings collected in areas where DOD has or has had a significant military

presence.”'®

B. Extreme Vetting Initiative and Visa Lifecyle Vetting Initiative

The Extreme Vetting Initiative appears to build upon the “ICE
Investigative Case Management” system (ICM).'® Tt is reported that ICM,
supported by data analytics company Palantir Technologies through a $41
million contract by DHS, allows for up to “10,000 users” to access up to
“tens of millions of subject records.”'*¢ Through multiple databases, both
public and private, ICM “can provide ICE agents access to information on

179. Id.; see, eg., Sandra E. Garcia, U.S. Requiring Social Media Information from Visa
Applicants, N.Y. TIMES (June 2, 2019), https://www.nytimes.com/ZOl9/06/02/us/us-visa—app]ication-
social-media.html [https://perma.cc/H3LX-UE65); Faiza Patel, Stop Collecting Immigrants’ Social
Media, N.Y. TIMES (June 30, 2019), https://www.nytimes.com/ZO19/06/30/opinion/immigrants-social-
media.html.

180. DeP’T HOMELAND SEC., U.S. CITIZENSHIP & IMMIGR. SERVS., REFUGEE SECURITY
SCREENING FACT SHEET 6 (Aug 28, 2018), https://www.uscis.gov/sites/default/ﬁles/USCIS/Refugee%Z
C%20Asylum%2C%20and%20Int%271%200ps/Refugee_ Screening_and_Vetting_Fact_Sheet.pdf [htt
ps://perma.cc/A4PR-NKS5X] [hereinafter DHS REFUGEE SECURITY SCREENING FACT SHEET] (“CBP’s
[DHS Customs and Border Protection] National Targeting Center-Passenger conducts biographic vetting
of all ABIS biometric matches (both derogatory and benign) against various classified and unclassified
U.S. government databases.”).

181. Del Quentin Wilber & Brian Bennett, Federal Agents Are Reinvestigating Syrian Refugees
in U.S. Who May Have Slipped Through Vetting Lapse, L.A. TIMES (Jan. 25,2017, 9:55 AM), https://ww
W.latimes.com/politics/la-na—syria—refugees-vetting-gap-20I70125—story.html [https://perma. cc/33FU-
BGSX].

182. Jd. (databases include those of DHS, Department of State, CIA, FBI, and National
Counterterrorism Center, and Department of Defense).

183. Id

184. DHS REFUGEE SECURITY SCREENING FACT SHEET, supra note 180, at 6 (“DOD screening
began in 2007 for Iraqi applicants and incrementally expanded to all refugee nationalities by 2013.”).

185. See Spencer Woodman, Palantir Provides the Engine for Donald Trump’s Deportation
Machine, INTERCEPT (Mar. 2, 2017, 12:18 PM), https:/theintercept.com/201 7/03/02/palantir-provides-
the-engine-for-donald-trumps-deportation-machine/ [https://perma.cc/ESQ4-LARN] (DHS granted
Palantir a $41 million contract in 2014 to build ICM, a “vast ‘ecosystem’ of data” to assist ICE agents
in discovering potential deportation cases through access to multiple intelligence databases managed
by several agencies).

186. Id
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a subject’s schooling, family relationships, employment information, phone
records, immigration history, foreign exchange program status, personal
connections, biometric traits, criminal records, and home and work
addresses.”'®” ICM is reported to be reliant upon two intelligence data
systems: ICE’s FALCON and the CBP’s Analytical Framework for
Intelligence (AFI).'*® FALCON, a data mining and data analytic network,
allows DHS Office of Homeland Security Investigations agents to track
immigrants and conduct data analysis on cross-border crimes.'®® ICM also
grants its users access to AFI, a largely classified database.'”® Experts have
speculated that the risk assessment profiling algorithms associated with
“extreme vetting” are intended to be built upon the algorithms of AFL.'®"
““When Trump uses the term ‘extreme vetting[,]’ AFI is the black-box
system of profiling algorithms that he’s talking about. This is what extreme
vetting means.’”'%2

DHS announced that the “Extreme Vetting” Initiative had been renamed
the “Visa Lifecycle Vetting Initiative.”'”> On February 6, 2018, the White
House released “Presidential Memorandum on Optimizing the Use of
Federal Government Information in Support of the National Vetting
Enterprise.”'** The Memorandum announced the creation of a National
Vetting Center to coordinate the use of intelligence and other information
among all executive departments and agencies that will be run by the
“Secretary of State, the Secretary of Defense, the Attorney General, the
Secretary of Homeland Security, the Director of National Intelligence, and

187. Id.

188. Id. (citing OFFICE OF THE CHIEF INFORMATION OFFICER, REPLAN 04152014, ICE TECS
MODERNIZATION PROGRAM TEST AND EVALUATION MASTER PLAN (Apr. 2, 2014),
https://assets.documentcloud.org/documents/3478488/ICE-TECS-Modemization—Master-Plan.pdf
[https://perma.cc/CBN4-JN46)).

189. Id.

190.  1d; see aiso U.S. DEP’T HOMELAND SEC., PRIVACY IMPACT ASSESSMENT UPDATE FOR THE
ANALYTICAL FRAMEWORK INTELLIGENCE (AFI) DHS/CBP/PIA-010(a) (Sept. 1, 2016, appendix
updated Mar. 2019), https://www.dhs.gov/sites/default/files/publications/privacy-pia-cbp-010-a-afi-
2016.pdf [https://perma.cc/LF2H-GRDA] [hereinafter DHS PIA AFI]; infra Part IV B.1 (citing AFI Use
in DHS Notice, Titled, Privacy Act of 1974; DHS/CBP-024 Intelligence Records System (CIRS) System
of Records, 82 Fed. Reg. 44,198 (Sept. 21, 2017)).

191.  Woodman, supra note 185.

192, Id. (quoting Edward Hasbrouck, Identity Project).

193.  See, e.g., Faiza Patel and Harsha Panduranga, DHS’ Constant Vetting Initiative: A Muslim-
Ban by Algorithm, JUSTSECURITY (Mar. 12, 2018), https://www justsecurity.org/53671/dhs-constant-
vetting-initiative-muslim-ban-algorithm/ [https://perma.cc/H49Y-AWFL]; see also Chinmayi Sharma,
The National Vetting Enterprise: Artificial Intelligence and Immigration Enforcement, LAWFARE (Jan.
8, 2019), https://www.lawfareblog.com/national-vetting-enterprise-artificial-intelligence-and-immigrat
ion-enforcement [https://perma.c ¢/G78S-WUHS].

194, Memorandum on Optimizing the Use of Federal Government Information in Support of the
National  Vetting  Enterprise, 2018 DAILY COMP. PRES. DoC. 79 (Feb. 6, 2018),
https://www.govinfo.gov/content/pkg/DCPD-201800078/pdf/DCPD-201800078 pdf
[https://perma.cc/LL8W-JYZ3].
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the Director of the Central Intelligence Agency[.]”'”> The memo secks

“contextual information” in addition to “biographic” and “biometric”
information.'*®

By May 2018, ICE spokeswoman Carissa Cutrell explained that the Visa
Lifecycle Vetting Initiative program had ““shifted from a technology-based
contract to a labor contract.”””” In other words, this DHS statement is
intended to suggest that ICE is moving away from an algorithmic-based
technology where the data analysis is automated and has, instead, made the
decision to move to a human-based “labor contract” to analyze the data.'”®
Cutrell explained that ICE’s Counterterrorism and Criminal Exploitation
Unit receives “1.2 million ‘investigative leads’ per year” and prioritizes how
to address the investigative lead through an assessment of threat.'”® Yet,
DHS had previously announced that it was pursuing an automated,
algorithmic-based tool to assist in assessing risk because it was “believed
an automated system would provide a more effective way to continuously
monitor the 10,000 people determined to be the greatest potential risk to
national security and public safety.”?*

Cutrell explained that, through the Visa Lifecycle Vetting Initiative, ICE
sought continuous monitoring of social media behavior to detect “radical or
extremist views.”?*! ICE’s Acting Director, Thomas Homan, explained that
enhanced analytical tools utilized social media data.’”> Homan stated that
senior analysts reviewed the leads generated from these tools before the
leads were used in investigations.”

“Contract-request documents in June 2017 said the automated system
should contribute to its agents’ work and ‘generate a minimum of 10,000
investigative leads annually.””?** Under revisions to the Visa Lifecycle
Vetting Initiative contract, DHS explained that, rather than seek a quota of
10,000 investigative leads annually, it would request that the contractor be
required to employ “180 people to monitor the social-media posts of those
10,000 foreign visitors whom ICE flagged as high-risk, generating new

195. Id at2.

196. Id. atl.

197. Drew Harwell & Nick Miroff, JCE Just Abandoned its Dream of ‘Extreme Vetting’ Software
that Could Predict Whether a Foreign Visitor Would Become a Terrorist, WASH. POST (May 17, 2018),
https://www.washingtonpost.com/news/the-switch/wp/201 8/05/17/ice-just-abandoned-its-dream-of-ext
reme—vetting-software-that-could-predict-whether-a-foreign—visitor-would-become-a—terrorisT/ [https://
perma.cc/83MU-TZAN].

198. Ild

199. Id

200. Id

201. Id

202. Id

203. Id

204. Id
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leads as they keep tabs on their social-media use.””?%

On June 4, 2018, DHS issued a Request for Quotation (RFQ) through the
General Services Administration (GSA), seeking bids from potential
vendors by July 11, 2018.2% The RFQ explained that the vendors would be
asked to provide operations support services to the Visa Security Program
(VSP) and the Counterterrorism and Criminal Exploitation Unit (CTCEU)
within DHS’s Visa Lifecycle Vetting Initiative.?”” After an initial
evaluation, SRA, later named CSRA and then acquired by General
Dynamics,”®® was awarded a contract from DHS for approximately $113
million.”®” After reviewing bid protests by competing vendors, on April 9,
2019, the General Counsel of the U.S. Government Accountability Office
(GAO) reaffirmed GSA’s decision to grant CSRA a five-and-one-half-year
blanket purchase agreement to support the Visa Lifecycle Vetting
Initiative.’* CSRA has reportedly employed approximately one-hundred
human analysts to fulfill this contract.?'’

Because DHS social media data collection appears to contribute to
preexisting data intelligence structures, such as the FALCON and AFI
systems described above, it is unclear whether the data analysis will be
human labor-focused, as presented by DHS spokespersons, or algorithmic-
focused, as was previously represented by DHS. For example, shortly after
the DHS RFQ was issued by GSA in June 2018 to secure a vendor for the
Visa Lifecycle Vetting Initiative, DHS secured the services of Giant Oak,
Inc. for “open source/social media data analytics.”*'? In August 2018, Giant
Oak received contracts to support the DHS Visa Security Program and
CTCEU,*" and in September 2018, it was contracted to support ICE.2" Tt

205. Id

206. Inre ManTech Adv. Sys. Int’], Inc., No. B-416734 (U.S. Gov. Accountability Office Nov.
27,2018).

207. Id

208. General Dynamics Completes Acquisition of CSRA, GENERAL DYNAMICS (Apr. 2, 2018),
https://www.gd.com/en/Articles/2018/04/02/general-dynamics-completes-acquisition-csra
[https://perma.cc/YP8R-KVDQ)].

209. Inre ManTech Adv. Sys. Int’], Inc., No. B-416734.

210.  See In re Amyx, Inc., No. B-416734.2 (U.S. Gov. Accountability Office Apr. 9, 2019)
(“The RFQ contemplated the issuance of a fixed-price BPA to be performed over a 1-year base
period, four 1-year option periods, and one 6-month extension period.”) (internal citations omitted).

211. McKenzie Funk, How ICE Picks its Targets in the Surveillance Age, N.Y. TIMES (Oct. 3,
2019), https://www.nytimes.com/2019/10/02/magazine/ice-surveillance-deportation.html.

212. SOCIAL MEDIA MONITORING REPORT, supra note 1, at 25.

213.  Id. atn.353 (citing Open Source/Social Media Data Analytics—VSP: Aug. 21, 2018—Aug. 20,
2019, USA SPENDING, https://www.usaspending.gov/#/award/67807277 [https://perma.cc/EJW9-
MLHR]; Open Source/Social Media Data Analytics—CTCEU: June 13, 2018-Aug. 31, 2019, USA
SPENDING, https://www.usaspending.gov/#/award/66685141 [https:/perma.cc/WIQ4-TWQI]).

214, Id. atnn.354-55 (citing Spending by Prime Award: Sept. 4, 2014-Sept. 24, 2018, USA
SPENDING, https://www.usaspending.gov/#/search/f2b8f8d69d8696753510a172f52d46ad
[https://perma.cc/P8RH-8MTZ]; Open Source/Social Media Data Analytics for CBP: Sept. 24, 2018—
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is not fully known how data is collected and analyzed by DHS vendors such
as Palantir, CSRA, Great Oak, and others.

The discussion below in Part IV explores how the September 2017 DHS
Notice suggests that the social media data collection can be used to create
new intelligence products through database screening, algorithmic-based
tools and data analytics, and artificial intelligence. It focuses especially on
the integrated data environment of the AFI system. The discussion assists
in better understanding why DHS social media data collection should not be
simply characterized as a record-keeping action under DHS’s system of
records that falls within the Privacy Act. But, rather, DHS social media data
collection should be more accurately classified as a surveillance program
that necessitates independent authorization by Congress.

IV. PRIVACY AND TRUST: DISTRUST IN THE PRIVACY ACT

This Part aims to help illuminate the potential legal challenges that
accompany the implementation of social media surveillance programs
through administrative means, such as Federal Register Notices published
pursuant to the Privacy Act, rather than through congressionally approved
data collection and intelligence gathering programs. To help explain this
impact, the discussion below specifically focuses on why the
implementation of reporting requirements under the Privacy Act by DHS
seems ironic. Part A provides a general discussion of the provisions of the
Privacy Act that merit close inspection in the September 2017 DHS Notice.
Without a close inspection of these provisions, it would be impossible to
understand the privacy law impact of the Notice. In Part B, the discussion
specifically focuses on how this Notice is a part of a trajectory of reliance
upon the law enforcement exemptions of the Privacy Act by DHS in other
post-9/11 Privacy Act Notices.

A. Examining Methods of Subverting the Privacy Act’s Intent: DHS Notice
“Privacy Act of 1974; System of Records” (September 18, 2017)

The Privacy Act requires that federal agencies give the public notice of
“gystems of records” and modifications to federal systems of records
through publication in the Federal Register, often referred to as a SORN
(System of Records Notice published in the Federal Register Notice under

Sept. 24, 2019, USA SPENDING, https://www.usaspending.gov/#/award/68790969
[https://perma.cc/6A74-CPHY]; Open Source/Social Media Data Analytics: Sept. 25, 2017-Aug. 31,
2022, USA SPENDING, https:// www.usaspending.gov/#/award/23831407 [https://perma.cc/YE28-
XPXK]; Statement of Work, ICE Contract #HSCEMD-14-C-00002 P00007, 31).
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the Privacy Act of 1974),2'® as discussed above. The September 2017 DHS
Notice conforms to the Act’s specific mandate that a federal agency publicly
disclose modifications to its record-keeping practices. The “Background”
discussion of the Notice states that “DHS is updating” the following system
of records held by DHS: “DHS/USCIS [U.S. Citizenship and Immigration
Services)/ICE [U.S. Immigration and Customs Enforcement]/CBP [U.S.
Customs and Border Protection]-001 Alien File, Index, and National File
Tracking System of Records.””'® In the updating of the A-File system of
records, DHS explained that it would promulgate twelve separate
“substantive changes[.]”?'” Some “substantive changes” involve clarifying

215. 5US.C. § 552a(e)(4).
216. Privacy Act of 1974; System of Records, 82 Fed. Reg. 43,556, 43,557 (Dep’t of Homeland
Sec. Sept. 18, 2017).
217. Id. at 43,557-58. In the Notice Background, DHS explains that it “is updating” the A-File
system of records to include “substantive changes” in the following twelve instances:
(1) Redefine which records constitute the official record of an individual’s
immigration history to include the following materials and formats: (a) The paper
A-File, (b) the electronic A-File, or (¢) a combination of paper and electronic
records and supporting documentation;
(2) clarify that data originating from this system of records may be stored in a
classified paper A-File or classified electronic network;
(3) provide updated system locations;
(4) update category of individuals covered by this SORN to include individual
acting as legal guardians or designated representatives in immigration
proceedings involving individuals who are physically or developmentally
disabled or severely mentally impaired (when authorized); Civil Surgeons who
conduct and certify medical examinations for immigration benefits; and law
enforcement officers who certify a benefit requestors cooperation in the
investigation or prosecution of a criminal activity; and interpreters;
(5) expand the categories of records to include country of nationality; country of
residence; the USCIS Online Account Number; social media handles, aliases,
associated identifiable information, and search results; and information regarding
the DOJ Executive Office for Immigration Review (EOIR) and BIA proceedings;
(6) add and describe the purpose of the USCIS ELIS, EDMS, and Microfilm
Digitization Application System (MiDAS);
(7) expand data elements used to retrieve records;
(8) update the parameters for retention and disposal of paper A-Files and
electronic A-Files;
(9) include the MiDAS retention schedule;
(10) change system manager to Associate Director, Immigration Records and
Identity Services (IRIS);
(11) update record source categories to include publicly available information
obtained from the internet, public records, public institutions, interviews,
commercial data providers, and information shared obtained through information
sharing agreements; and
(12) update routine use E to comply with Office of Management and Budget
Circular A-108.
Id.
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data storage and where the system is located.?'® Other “substantive changes”
raise potential constitutional and legal issues.””® As a result of the
“substantive changes,” the September 2017 DHS Notice impacted the
system of records—“DHS/USCIS/ICE/CBP00!1 Alien File, Index, and
National File Tracking System of Records”—in the following ways: (1) the
types and sources of data collected, and the categories of individuals whose
data is collected; (2) the conditions of disclosure, including the
characterization of the “routine uses™**° of the system of records; and (3) the
exemptions claimed under the Privacy Act.?! Each one of these will be
discussed below. The purpose of this description is to help examine how
what DHS has presented as an update to the system of records in fact
subverts the intent of the Privacy Act.

1. Sources and Types of Information Collected, and Categories of
Individuals

a. Categories of Records and Sources of Information

One of the “substantive changes” in the September 2017 DHS Notice is
an “expan[sion of] the categories of records.”??* The Privacy Act states that
when there is a “revision” of a system of records, the notice shall include
the “categories of records maintained in the system.”??* Under the Privacy
Act, the required notice to a revision of a system of records must also
include the “categories of sources™ for the system.”** The September 2017
DHS Notice explains that DHS collects data from multiple sources:

Basic information contained in DHS records is supplied by
individuals on Department of State (DOS) and DHS
applications and forms. Other information comes from
publicly available information obtained from the Internet,
public records, public institutions, interviewees,
commercial data aggregators, inquiries or complaints from
members of the general public and members of Congress,
referrals of inquiries or complaints directed to the President
or Secretary of Homeland Security, information shared

218. Id. at 43,557 (referring to “substantive changes” in the instances of (2) (data storage) and (3)
(system location)).

219. See supra notes 67-74; see infra Conclusion.

220. See § 552a(a)(7) (“The term ‘routine use’ means, with respect to the disclosure of a record,
the use of such record for a purpose which is compatible with the purpose for which it was collected”).

221. Privacy Act of 1974, 82 Fed. Reg. at 43,556.

222, Id. at43,557.

223.  § 552a(e)(4)(C).

224,  § 552a(e)(4)(D).
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through information sharing agreements, reports of
investigations, sworn statements, correspondence, official
reports, memoranda, and written referrals from other
entities, including federal, state, and local governments,
various courts and regulatory agencies, foreign government
agencies, and international organizations. 2%’

The Notice updates the list of sources DHS is allowed to gather personal
information from to include: “publicly available information obtained from
the internet, public records, public institutions, interviews, commercial data
providers, and information shared or obtained through information sharing
agreement.””*® It is unclear how these sources will be used or what the
impact will be.

As discussed above, the Notice broadens the categories of information
collected to include “social media handles, aliases, associated identifiable
information, and search results.””*” However, as one commenter points out
“*social media’ is not defined, and could be broadly interpreted to include
any online platform or site that enables users to publicly post content,
communicate with each other, or communicate with the operator or host.””??
This ambiguity makes it impossible to fully understand the impact of the
changes proposed in the Notice.

Multiple commenters have expressed concern that the deployment of
algorithmic decisionmaking by DHS changes the nature of the system of
records.”” In fact, it is an open question whether the new volume of data
reflected by the collection of social media data can be correctly
characterized as a “modification” of a system of records. The Notice does
not answer whether the social media data will be reconfigured into new
intelligence products or new forms of knowledge, for example, through
predictive analytics and artificial intelligence.*® In a separate DHS Federal
Register Notice, published on September 21, 2017, titled, “Privacy Act of
1974; DHS/CBP-024 Intelligence Records System (CIRS) System of
Records,” DHS explains that commonalities in data patterns can form the
foundation for new intelligence products: “These commonalities can also
form the basis for a DHS-generated intelligence product that may lead to
further investigation or other appropriate follow-up action by CBP, DHS,

225. Privacy Act of 1974, 82 Fed. Reg. at 43,561.

226. Id. at43,558.

227. Id. at43,557.

228. Codlition Letter, supra note 68.

229. See Sharma, supra note 193; Patel & Panduranga, supra note 193; Coalition Letter, supra
note 68; Duarte, supra note 71; Rotenberg & Scott, supra note 69; Sellars, supra note 164.

230. See Biddle & Woodman, supra note 151; Woodman, supra note 185 (quoting Edward
Hasbrouck, Identity Project, explaining that, “AFI is the black-box system of profiling algorithms[.]”).
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or other federal, state, or local agencies.”>"

In a Privacy Impact Assessment published by DHS on September 1,
2016, DHS provides important information on the integrated data
intelligence structure for the Analytical Framework for Intelligence (AFI)
system.?> AFI provides insight into why social media data is considered
critical to DHS intelligence operations: “AFI permits certain AFI users to
upload and store information that may be relevant from other sources, such
as the Internet (including social media) or traditional news media, into
projects or final intelligence products.”**

The AFI system operates efficiently by using data from multiple systems
of records.®* DHS explains that, “AFI is specifically designed to make the
intelligence research and analysis process more efficient by allowing
searches of a broad range of data through a single interface. AFT can also
identify links (relationships) between individuals or entities based on
commonalities, such as identification numbers, addresses, or other
information.”?**

Through the publication of a March 2019 update to the AFI Privacy
Impact Assessment,”>* DHS provided two appendices: Appendix AP
“Approved AFI External Users (non-CBP Users),” and Appendix B,?® “List
of relevant Systems and SORNS, where applicable, for data available
through AFL” In Appendix A, DHS explains that although AFI was
originally developed to support border security by CBP, the use “has
expanded to allow access” to other DHS intelligence programs.”*® In
Appendix B, DHS states CBP-related data in AFI’s associated system of
records and other system interfaces includes twenty-six additional

231. Privacy Actof 1974; DHS/CBP-024 Inteiligence Records System (CIRS) System of Records,
82 Fed. Reg. 44,198, 44,199 (Sept. 21, 2017) (“These commonalities in and of themselves are not
suspicious, but in the context of additional information they sometimes help DHS agents and analysts to
identify potentially criminal activity and identify other suspicious activities.”).

232. DHS PIA AFI, supra note 190.

233. Id at 4; see also id. at n.19 (“See DHS/CPB-017 Analytical Framework for Intelligence
System, June 7, 2012, 77 FR 13813, which ‘permits analysts to upload and store any information from
any source including public and commercial sources, which may be relevant to projects, responses to
RFIs, or final intelligence products.’).

234. Seeid. atl.

235. Privacy Act of 1974, 82 Fed. Reg. at 44,199.

236. DHS PIA AFI, supra note 190 (announcing March 2019 update on DHS website).

237. Id at20-22.

238. Id at23-29.

239. Id. at 20-22. (Non-CBP users of AFI now include USCIS: Fraud Detection and National
Security Directorate (FDNS); ICE: Homeland Security Investigations Office of Intelligence;
Transportation Security Administration (TSA): Office of Intelligence and Analysis; U.S. Coast Guard
(USCG): Office of Intelligence; DHS Office of Intelligence and Analysis; USCIS: Background Check
Units (BCUs) and Security Vetting and Program Integrity Branch (SVPI); DHS Office of the Chief
Security Officer (OCSO); U.S. Secret Service: Global Investigative Operations Center.).
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systems.”*® Appendix B further elaborates that the “AFI and CIRS” (CPB
Intelligence Records System) system of records include an additional fifteen
systems and databases that are ICE-affiliated;**' five systems and databases
that are USCIS-affiliated;>** one system that is TSA-affiliated;**> one
system that is Cybersecurity and Infrastructure Security Agency (CISA);**
and ten other systems that are inclusive of other governmental or
commercial data.’*®

AFI and social media data collection that facilitates automated database
matching to identify individuals appear to implicate the justification for the

240. Id. at 23-25 (CBP-related data in AFI’s associated system of records and other system
interfaces include: Advanced Passenger Information System (APIS); Intelligence Reporting System
(IRS-NG); Centers of Excellence and Expertise (CEE) import data; Currency or Monetary Instrument
Reports (CMIR); Electronic System for Travel Authorization (ESTA); Electronic Export Information; 1
94-Arrival and Departure Records; TECS [formerly known as the Treasury Enforcement
Communications System] 1004 Land Border Secondary; TECS 1025 Airport Secondary; IECS IOIL
Incident Log; TECS Primary Crossing Person (Primary Query); IECS Primary Crossing Vehicle; TECS
Business Subject Records; TECS-Memoranda of Information Received (MOIRs); TECS-Person Subject
Records; TECS-Vehicle Subject Records; TECS Reports of Investigation; Seized Assets and Case
Tracking System-Arrest Seizure Incidents; Arrival and Departure Information System (ADIS);
Customs-Trade Partnership Against Terrorism (C-TPAT); Electronic Visa Update System (EVUS);
Global Enrollment System (GES); Port Radiation Inspection, Detection & Evaluation (PRIDE);
Automated Targeting System-Passenger Name Record (PNR); Document and Media Exploitation
(DOMEX); Agriculture Programs Trade Liaison (APTL)) (internal citations omitted).

241. Id. at 25-26 (databases affiliated with ICE that “enable CBP’s collection of this information”
under AFI and CIRS include: Enforcement Integrated Database-Civilian Detention Data; Enforcement
Integrated Database-1213, Record of Deportable-Inadmissible Alien; Enforcement Integrated Database-
Incidents; Enforcement Integrated Database-Apprehension (Deprecated); Enforcement Integrated
Database-Detention (Deprecating); Enforcement Integrated Database-Inadmissible (Deprecating);
Enforcement Integrated Database-Seizures (Deprecating); Detention and Removal Operations-LEAD
Report; Legacy ICE Intelligence Information Reports; Finished ICE Intelligence Products; Legacy ICE
NameTrace; Legacy National Security Entry Exit Registration System (NSEERS); Student and
Exchange Visitor Information (SEVIS)-Exchange; Student and Exchange Visitor Information (SEVIS)-
Student; Biometric Identification Transnational Migration Alert Program (BITMAP)) (internal citation
omitted).

242. [Id. at 26 (databases affiliated with USCIS include: Central Index System (CIS); Computer
Linked Application Information Management System (CLAIMS 3); Computer Linked Application
Information Management System (CLAIMS 4); Customer Profile Management System (CPMS); and
National File Tracking System (NFTO)).

243. [d. (a database affiliated with TSA includes Secure Flight Passenger Data (SFPB)).

244, Id. at 26-27 (a database affiliated with CISA includes Automated Biometric Identification
System (IDENT)).

245.  Id. at 27-29 (databases associated with other governmental and commercial data includes:
U.S. Department of State Consular Electronic Application Center (CEAC); U.S. Department of State
Personal Identification Secure Comparison and Evaluation System (PISCES); U.S. Department of State
Consular Consolidated Database (CCD); Homeland Security Law Enforcement Information Sharing
Service (LEIS)-State and Local Criminal Justice Information Services (CJIS); Homeland Security Law
Enforcement Information Sharing Service-National Data Exchange (N-DEx); FBI National Crime
Information Center (NCIC); DOS [U.S. Department of State]/DOC [U.S. Department of
Commerce]/Treasury Consolidated Screening List; National Law Enforcement Telecommunication
System (NLETS) Driver; National Law Enforcement Telecommunication System (NLETS) Vehicle;
Canadian National Law Enforcement Telecommunication System (NLETS)); see also SOCIAL MEDIA
MONITORING REPORT, supra note 1, at 35-36.
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CMPPA (Computer Matching Privacy Protection Act of 1988) that
amended the Privacy Act of 1974. The CMPPA was enacted to address
“large numbers of individuals [that] were subjected to automated scrutiny
with potentially adverse consequences, and that in actual practice, that
meant automated comparisons of automated data bases . . . [and] that use of
computers could ‘greatly magnify the harm’ to an individual.”**® However,
CMPPA does not include “matches performed, by an agency (or component
thereof) which performs as its principal function any activity pertaining to
the enforcement of criminal laws[.]”**’ Here, at least one commenter has
questioned whether criminal law enforcement is at the center of the A-File
System of Records or whether the A-File System of Records is
predominantly a record system that serves civil law purposes (e.g.,
adjudication of immigration benefits and immigration status).***

The CMPPA is limited in its reach.?** The Federal Register Notice

246. Privacy Act of 1974; Final Guidance Interpreting the Provisions of Public Law 100-503, the
Computer Matching and Privacy Protection Act of 1988, 54 Fed. Reg. 25,818 (Office of Mgmt. &
Budget June 19, 1989).

247. 5 U.S.C. § 552a(a)(8)(B)(iii). The Privacy Act defines the term “matching program” as
including a “computerized comparison” of:

(i) two or more automated systems of records or a system of records with non-
Federal records for the purpose of--
(I) establishing or verifying the eligibility of, or continuing compliance
with statutory and regulatory requirements by, applicants for, recipients
or beneficiaries of, participants in, or providers of services with respect
to, cash or in-kind assistance or payments under Federal benefit
programs, or
(IT) recouping payments or delinquent debts under such Federal benefit
programs, or
(ii) two or more automated Federal personnel or payroll systems of records or a
system of Federal personnel or payroll records with non-Federal records|.]
§ 552a(a)(8)(A)(i-ii).

248. See, e.g., NEILSON, supra note 62, at 5.

249. The Privacy Act states that the definition of the term “matching program” does not include
matches cited:

(i) . . . to produce aggregate statistical data without any personal identifiers;
(i) . . . to support any research or statistical project, the specific data of which
may not be used to make decisions concerning the rights, benefits, or privileges
of specific individuals;
(i) . . . by an agency (or component thereof) which performs as its principal
function any activity pertaining to the enforcement of criminal laws, subsequent
to the initiation of a specific criminal or civil law enforcement investigation of a
named person or persons for the purpose of gathering evidence against such
person or persons;
(iv) matches of tax information . . .[;]
(v) matches--
(1) using records predominantly relating to Federal personnel, that are
performed for routine administrative purposes . . .; or
(I) conducted by an agency using only records from systems of records
maintained by that agency;
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published on June 19, 1989, promulgating Final Guidance in the
implementation of CMPPA, explained that: “It should be noted that the four
clements, (i.e., computerized comparison, categories of subjects, Federal
benefit program, and matching purpose) all must be present before a
matching program is covered under the provisions of the Computer
Matching [and Privacy Protection] Act [of 1988].”2*° It could be argued by
DHS that the issues raised by the commenters in response to the DHS
Federal Register Notice, “Privacy Act of 1974; System of Records,”
published on September 18, 2017, fall outside of the scope of the CMPPA
because DHS will likely argue that the data collection serves both criminal
law enforcement purposes and counterterrorism objectives, and because
DHS could contend that the four elements are not satisfied.?"!

b. Categories of Individuals

Pursuant to the Privacy Act, when an agency establishes or revises a
system of records, it is required to publish a notice in the Federal Register
detailing the categories of individuals whose information will be stored in
the system of records.?** The September 2017 DHS Notice introduces four
new categories of individuals covered by the system: legal guardians,
representatives of the physically or developmentally disabled or mentally
impaired, civil surgeons, and law enforcement officers who certify

if the purpose of the match is not to take any adverse financial, personnel,
disciplinary, or other adverse action against Federal personnel;
(vi) matches performed for foreign counterintelligence purposes or to produce
background checks for security clearances of Federal personnel or Federal
contractor personnel;
(vii) matches performed incident to a levy described in section 6103(k)(8) of the
Internal Revenue Code of 1986;
(viii) matches performed pursuant to section 202(x)(3) or 1611(e)(1) of the Social
Security Act (42 U.S.C. 402(x)(3), 1382(e)(1));
(ix) matches performed by the Secretary of Health and Human Services or the
Inspector General of the Department of Health and Human Services with respect
to potential fraud, waste, and abuse, including matches of a system of records
with non-Federal records; or
(x) matches performed pursuant to section 3(d)(4) of the Achieving a Better Life
Experience Act of 2014][.]

§ 552a(a)(8)(B)(i-x) (internal citation omitted).

250. Privacy Act of 1974; Final Guidance Interpreting the CMPPA, 54 Fed. Reg. at 25,823.

251. In the final guidance for the CMPPA, the Office of Management and Budget explained that
commenters were concerned that federal agencies may attempt to subvert the intent of the Act. See, e.g.,
id. at 25,818 (noting that commenters expressed concern that federal agencies may engage in “sophistry
or subterfuge, to avoid the reach of the Act. . . . [A] Federal agency might combine two disparate systems
of records . . . into a single system and match data sets within the new system. This activity would not
be covered[.]”).

252.  § 552a(e)(4)(B).
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requestor cooperation.””” The Notice does not make clear to what extent the
social media of these individuals will be monitored, leaving open the
possibility that data such as “family history, medical information, and the
fruits of social media searches” on the newly covered categories of
individuals will be collected.”**

2. Conditions of Disclosure and “Routine Uses”

Generally, federal agencies that hold a system of records are prohibited
from disclosing the information to other agencies and other entities “except
pursuant to a written request by, or with the prior consent of, the individual
to whom the record pertains,” unless the federal agency can claim that the
disclosure of the record meets certain “conditions of disclosure.””** One of

253. See, e.g., Privacy Act of 1974; System of Records, 82 Fed. Reg. 43,556, 43,559 (Dep’t of
Homeland Sec. Sept. 18, 2017).

254. NEILSON, supra note 62, at 4.

255.  § 552a(b):
Conditions of disclosure.—No agency shall disclose any record which is
contained in a system of records by any means of communication to any person,
or to another agency, except pursuant to a written request by, or with the prior
written consent of, the individual to whom the record pertains, unless disclosure
of the record would be—
(1) to those officers and employees of the agency which maintains the record who
have a need for the record in the performance of their duties;
(2) required under section 552 of this title;
(3) for a routine use as defined in subsection (a)(7) of this section and described
under subsection (e)(4)(D) of this section;
(4) to the Bureau of the Census for purposes of planning or carrying out a census
or survey or related activity pursuant to the provisions of title 13;
(5) to a recipient who has provided the agency with advance adequate written
assurance that the record will be used solely as a statistical research or reporting
record, and the record is to be transferred in a form that is not individually
identifiable;
(6) to the National Archives and Records Administration as a record which has
sufficient historical or other value to warrant its continued preservation by the
United States Government, or for evaluation by the Archivist of the United States
or the designee of the Archivist to determine whether the record has such value;
(7) to another agency or to an instrumentality of any governmental jurisdiction
within or under the control of the United States for a civil or criminal law
enforcement activity if the activity is authorized by law, and if the head of the
agency or instrumentality has made a written request to the agency which
maintains the record specifying the particular portion desired and the law
enforcement activity for which the record is sought;
(8) to a person pursuant to a showing of compelling circumstances affecting the
health or safety of an individual if upon such disclosure notification is transmitted
to the last known address of such individual;
(9) to either House of Congress, or, to the extent of matter within its jurisdiction,
any committee or subcommittee thereof, any joint committee of Congress or
subcommittee of any such joint committee;
(10) to the Comptroller General, or any of his authorized representatives, in the



